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Cyber Security: Can You Answer These Questions?
This article was inspired after
a client experienced one of
the new tricks that hackers are
using to misappropriate funds.
The controller in a dealership
received a legitimate looking
email requesting that funds be
Bishop Norris
transferred to a new personal
Principal
bnorris@vgncpa.com bank account for the dealer. The
reason given was that he was
opening an account with a bank where he had just
purchased a vacation home. So, on the surface, this
made sense to the controller. As it turned out, a hacker
had embedded himself in the dealership emails,
learned the positions and habits of the key players, and
then sent a legitimate looking email from the dealer
to the controller making the request. Fortunately, the
funds were never released.
One only needs to read the daily news to realize that
hackers are getting better and cybersecurity is more
important than ever for dealerships. The story above
describes a potential theft of dealership property, but
customer privacy and your reputation are also at stake.
In light of this, here are some questions for
consideration:

General IT Environment
Dealerships have IT support of some sort. The question
is how much are you really getting?
• Does the support include anti-virus and malware
protection updates, reliable back-up procedures,
limited employee access to customer information?
• Are there restrictions on websites that can be
visited?
• Do you employ “white hat” hacking to test security?
• If the dealership is hacked, do you have a response
team and plan, and insurance to cover potential
damages?
• Are you releasing customer
information to outside
vendors? If so, how well
protected are they from
cyber-attacks?
Employee Training
• Do your employees understand that you expect
them to use best practices when using your
IT resources; including not opening links
from unknown senders, not storing customer
information on desktops, password diligence
and not responding to information requests from
unsolicited emails?
• Have you instructed them to report viruses or
computer performance issues?
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Online Banking
• Circling back to the opening story of this article, what safeguards are in place for internet banking?
• Is there dual control for online payments, meaning someone creates the transaction and another approves
it (like co-signers on checks)?
• Are emails not accepted as approval for online payments by your employees without oral or text confirmation?
• Are bank accounts reconciled daily? If not, is banking activity reviewed daily for potential misappropriation?
• Are you familiar with the safeguards that your bank provides to detect and prevent unauthorized payments?
If you have not visited these questions with your management team recently, you may want to. While having
discussions with our clients about cybersecurity, it is not unusual for questions or weaknesses to emerge that
require follow up. Cyber-attack threats are constantly changing, and your cash and customer information are
desirable targets. That means it is more important than ever to be proactive with cybersecurity measures.
The professionals in our office can assess your fraud risk and provide you with a comprehensive and personalized
plan to mitigate that risk. Contact any member of the team at Vawter, Gammon, Norris and Company P.C. for
more information.

Vawter Gammon Norris & Company, P.C. is a founding member of The National Alliance of Auto Dealer
Advisors, a nationwide network of 11 of the most recognized and trusted accounting and business consulting
firms who have pooled their resources to provide their dealership clients with the local, national and international
perspective needed to prosper. Each of our member firms specialize in providing professional services to
dealerships. Collectively our members service more than 1,000 dealers and related entities across the nation.
Profit Drivers has been created to serve your needs. We are available to answer any questions you have regarding your business
or personal affairs. If there are topics you would like to see covered in Profit Drivers, please let us know. Although every
reasonable effort has been made to achieve accuracy in this publication, its editorial content is necessarily general in nature.
Always consult your professional advisor before acting on this information.
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